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ABSTRACT. Nowadays, Wireless Sensor Networks (WSNs) are being used in area moni-
toring, health care monitoring, environmental/earth sensing, industrial monitoring, and
therefore security of these networks is becoming a magjor concern. WSN consists of low
power, low-cost smart devices that have limited computing resources against current de-
vices, like personal computer. This paper discusses overall constraints, security require-
ments, security threats, typical attacks and their defensive techniques or countermeasures
relevant to the sensor networks. Also, several security protocols in sensor network envi-
ronment are compared.
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1. Introduction. WSNs are a collection of many sensor nodes that are self-organized and
are capable of wireless communication. However, these nodes are constrained in terms of
size, memory, energy, processing power. All nodes communicate to each other over short
distances and perform limited processing. Sensor nodes send and receive data containing
command to control special tools or hardware, during the communication. Because of
this, providing information security during the communication is one of the main jobs.
Security challenges of sensor networks are different from traditional networks due to many
constraints of these networks [1]. This research aims to give an understanding of a security
protocol in WSN and contributes that security protocol developers in WSN must consider
energy consumption together.

1.1. WSN constraints.

Resource constraints: Sensor nodes contain limited resources like small memory (typ-
ically 4 KB of RAM), restricted computational capability (about 4-8 MHz) and small
power source (battery power, e.g., ReVibe Energy, Perpetuum).

Local addressing schemes: Because nodes are large in numbers, it is impossible to
implement a global addressing scheme.

Message size is small: Data size that is sent by nodes is small compared with existing
networks.

Security constraints: Many security algorithms that are used in existing networks,
namely, cryptographic algorithms, are not suitable in WSN because of resource con-
straints. Besides that, sensor networks operate in hostile environment.

1.2. Security requirements. Availability, confidentiality, integrity, authenticity and
non-repudiation were considered as security services that should be provided by sensor
networks [1].

Availability is to ensure that the network is able to provide services at any time for
the authorized users. Various mechanisms are used to save energy and extend the life
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of network, but also to prevent Denial of Service (DoS). Confidentiality is to ensure the
secrecy of the data transmitted between sensor nodes by limiting the data access to
intended users only. It is mainly based on the use of cryptographic techniques at physical
layer, where data is encrypted at the sending node to prevent information disclosure to
unauthorized users. Integrity is to assure that the data transmitted cannot be altered
during transmission until it reaches its original destination. The data integrity may be
breached by having a malicious node in the network. Authenticity is to ensure the identity
of sender must always be verified so that no intruder may be able to forge wrong data
into the network. Non-Repudiation is to ensure neither the sender nor the receiver should
be able to deny that the message is sent by him.

Besides that, the additional security requirements for WSN have to be defined in [2].
These requirements can be grouped as follows.

1.2.1. Data level requirements.

a) Anonymity is providing information protection and confidentiality by hiding the source
of the data.
b) Freshness is to ensure that data is not duplicated and is recent.

1.2.2. Access level requirements.

a) Authentication is to ensure that received message comes from true sources.

b) Authorization is to ensure that only authorized users or devices have the access to the
network.

c¢) Accessibility is to ensure that sensor nodes have the access to the authorized informa-
tion only.

1.2.3. Network level requirements.

a) Robustness/Resiliency is to guarantee that the network is able to function and serve
the purpose if the number of nodes increases or in the case of some nodes being
compromised.

b) Self-organization is having the sensor nodes that are independent and fiexible to self-
organize in the case of any node failure or new nodes joining the network.

c¢) Time synchronization can be required for different purposes, such as the power conser-
vation, computation of the packet’s end-to-end delay, and the group synchronization
for tracking applications.

2. Related Works. There are several articles on the security protocols used in the
WSN network. Some of them are dedicated to the energy consumption of the protocols,
while others are devoted to the security of protocols. Authors discuss typical constraints,
security goals, threat models and typical attacks on sensor networks and their defensive
techniques or countermeasures relevant to the sensor networks, including security methods
[3]. In addition, energy consumption of security algorithms, and cryptographic algorithms
used in security protocols are not enough discussed. Tanveer and Zomaya [4] documented
security issues in wireless sensor networks and countermeasures against the threats posed
by these issues. The paper is a good example of security problems in WSN. Besides that,
Guo et al. created Petri Net model to prove the security of the security protocols, such
as, SNEP, and iTESLA [5]. However, the analysis of security protocols, the analysis of
the widely used security protocols on energy consumption and security levels have not
been fully analyzed. Fazlic et al. discussed various vulnerabilities and security threads in
differenct applications of WSN in the real world, such as intrusion, black hole attack, and
selective forwarding attack. Finally, they proposed protocols for secure transfer of data
[6]. Their research explained many examples of attack.
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3. Security Threats and Issues in Wireless Sensor Networks.

3.1. Threat models. Threats in wireless sensor network were classified by Karlof and
Wagner [7] as the following:

a) Outsider versus insider attacks: The outsider attacks are made from nodes which do
not belong to a WSN. External attacker has no access to most cryptographic materials
in WSN. The insider attacks are made from nodes that are in WSN. The inside attacker
may have partial key material and the trust of other sensor nodes. Inside attacks are
much harder to detect.

b) Passive versus active attacks: A passive attack is a sensor network attack in which a
system is monitored and sometimes scanned for open ports and vulnerabilities. An
active attack is a sensor network exploit in which a hacker attempts to make changes
to data on the target or data en route to the target.

¢) Mote-class versus laptop-class attacks: In mote-class attacks, an adversary attacks a
WSN by using a few nodes with similar capabilities as that of network nodes. In
laptop-class attacks, an adversary can use more powerful devices like laptop, and can
do much more harm to a network than a malicious sensor node.

3.2. Attacks in wireless sensor networks. Attacks on WSNs can be divided into
two categories [8]: attacks against the security mechanisms and attacks against the basic
mechanisms (like routing mechanisms). Here we point out the major attacks in wireless
sensor networks.

3.2.1. Denial of Service. Denial of Service (DoS) is produced by the unintentional failure
of nodes or malicious action. A Denial of Service attack is an attempt to make a computer
system (server or client) or some other resource unavailable to legitimate users. Normally,
this attack is considered to be a problem of computer network, but for a single CPU also
it can be present among various resources. The motive or target of a DoS may vary
from person to person but in general, it aims to prevent some services from functioning
efficiently either temporarily or indefinitely.

There are so many types of DoS attacks. Each layer is vulnerable to different kinds of
DoS attack and has different options for its defense. Classification of Denial of Service
attacks is given in [9]. At physical layer it could be in the form of Jamming and Tempering
attack, at the data link layer the attack could be Interrogation, Denial of Sleep, Colli-
sion, Exhaustion and Unfairness, at the network layer DoS attack could be IP Spoofing,
Replaying, Homing, Altering Routing Tables, Black Hole, Neglect and Greed, Sinkhole,
Sybil, Wormhole, Acknowledgement Spoofing, Hello flood attack, and at the transport
layer this attack could be SYN flood, Desynchronization, and at the application layer DoS
attack could be overwhelming sensors, Path based routing, Deluge (reprogramming).

3.2.2. Attacks on information during transmission. The most dangerous attack in WSN
is on information that is being transmitted between nodes because that information is
susceptible to eavesdropping, injection, modification. Traffic analysis attack can also be
performed because attacker may be able to get to know about the layout of the network
and can damage the busiest portions of the network to perform greatest damage.

3.2.3. Replicating a node attack. The attacker may insert a new node into the sensor
network, which can be a clone to a preexisting node. This new cloned node can transmit
useful information to the attacker. This node replication attack is the most dangerous
when the cloned node is some base station. Therefore, base stations need to be deployed
in secure locations.
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4. Security Protocols in Sensor Networks. Traditional security solutions cannot
be applied to wireless sensor network because these are resource-constrained networks.
Therefore, a lot of research is going on to develop security protocols for these resource-
constrained networks. Most security protocols that exist today require a lot of compu-
tation for which large memory is required which is a major constraint of this network.
Therefore, we present the analysis of existing security protocols in this section.

4.1. SPINS: Security protocols for sensor networks. This protocol was proposed
by Perrig et al. and it consists of two secure building blocks: SNEP and pTESLA [10].
SNEP includes data confidentiality, two-party data authentication, and evidence of data
freshness. WTESLA provides authenticated broadcast for severely resource-constrained
environments.

4.1.1. SNEP: Sensor network encryption protocol. This sub-protocol provides data con-
fidentiality, authentication, integrity and message freshness. Confidentiality and message
freshness are performed by using block cipher in counter mode. Data integrity and au-
thentication are done with message authentication code in counter mode. Besides that,
this protocol has low communication overhead since it only adds 8 bytes per message.

4.1.2. uTESLA: Authenticated broadcast. Current proposed authentication methods are
impractical for WSN due to relying on public key based digital signatures schemes. Digital
signature based authentication requires long signatures with high communication over-
head of 50-1000 bytes per packet, very high overhead to create and verify the signature.
UWTESLA is based on TESLA that has an overhead of approximately 24 bytes per packet
and based on digital signature. In W TESLA protocol a node stores the packet in the buffer
till the key is disclosed. The time when the key is disclosed, the base-station broadcasts
verification key to all the receivers, which the node can use to authenticate the packet
stored in its buffer. One way function F' (I just used “one way function” as a function
hard to invert given input.) is used to disclose keys from last key K, by K; = F(K1).
Authentication is performed by MAC that is easier than public key based digital signature.

4.2. TinySec. This protocol was designed by Karlof and Wagner [7] and provides au-
thentication, message integrity and confidentiality. Replay protection was not addressed
by TinySec. Authors believe higher layer protocols should handle this. This protocol
was used in two modes: TinySec-Auth and TinySec-AE. The first only provides message
authentication and integrity. The second one is used to add encryption to TinySec-Auth.
Message authentication and integrity are performed by using MAC. Stream ciphers and
block cipher in CBC mode can use to provide message confidentiality [11].

4.3. Zigbee. Zigbee defines new higher layer communication protocol based on IEEE
802.15.4 standards [12]. This protocol has high level security but low level power saving.
Zighee network consists of three types of network devices — the Zigbee Coordinator, Zig-
bee Router and Zigbee End Device. Zighee Coordinator starts network communication,
stores information in the network and bridges the various networks. Zigbee Router helps
in linking various devices with each other and provides multi-hop communication. Zighee
End Device is composed of Sensors, Actuators and Controllers that collects data and com-
municates with other Zighee components. This protocol provides authentication by trust
manager role, replay protection, message integrity and confidentiality by configuration
manager role. Zigbee operates in both Residential Mode and Commercial Mode that has
low security and high security respectively [3].
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4.4. MiniSec. This protocol works network layer and has lower energy consumption than
TinySec but level of security matches with that of Zigbee [13]. This protocol has two
operating modes: one tailored for single-source communication, and the other tailored for
multi-source broadcast communication. It uses Offset Codebook Mode (OCB) as its block
cipher mode of operation. MiniSec provides message authentication, replay protection,
confidentiality, integrity. Message confidentiality and authentication are provided by block
cipher — Skipjack in OCB mode.

4.5. LEAP: Localized encryption and authentication protocol. Key management
protocol for sensor networks called LEAP was proposed by Zhu et al. [14]. It provides
authentication and confidentiality. In addition to it, LEAP has following features.

- LEAP provides four types of keys for each sensor node — an individual key shared
with the base station, a pairwise key shared with other sensor nodes, a clustered key
shared with multiple neighboring nodes, and a group key shared by all nodes in the
network.

- LEAP includes use of one-way key chains for local broadcast authentication.

- A distinguishing feature of LEAP is that its key sharing approach supports in-network
processing, while restricting the security impact of a node compromise to the imme-
diate network neighborhood of the compromised node.

4.6. Others. There are many security protocols for WSNs. Some of them provide all
security requirements like above description and some of them only provide one secu-
rity feature. For example, fingerprint-based user authentication protocol with one-time
password is proposed by Liu et al. [15] and ticket-based authentication protocol for un-
derwater WSNs is proposed by Yun et al. [16]. Besides that, SPIN protocol is improved
by Dutta et al. using TOSSIM operation system [17]. Following table (Table 1) shows

TABLE 1. Comparative analysis of existing protocols for WSNs

o . - Replay Attacks
Protocols | Authentication | Integrity | Confidentiality protection deterred
Data and
. information
MAC | Block ciphers, Yes, by m
SPINS MAC based based DES-CBC cotnter spoofing,
message
replay attacks
Data and
MAC | Block ciphers, . i
LEAP MAC based based RCS in CBC No information
spoofing
MAC Block ciphers Data and
TinySec | MAC based based in CBC mode, No information
stream cipher spoofing
Data and
Skipjack or information
MiniSec | MAC based MAC RC5 in OCB Yes, by spoofing,
based counter
mode message
replay attacks
Data and
. information
. MAC | AES-128in | Yes by |
Zighee MAC based based CCM mode counter spoofing,
message
replay attacks
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the comparison of these security protocols on the basis of some features like encryption,
and freshness. Furthermore, security and energy consumption analysis of SPINS, Zighee,
MiniSec, LEAP and TinySec is described in Figure 1 [1]. Based on comparison analysis,
the most important two aspects of WSN protocols are security and energy consumption.
Hence, protocol should be designed by considering security and energy consumption.

Hizh A
MiSec LEAP
. Zigbee
SPINS

=
=
3
o
2
-

TimwvSec
Low

Low Energy Consumption High

FIGURE 1. Security and energy consumption analysis of protocols for
WSNs [1]

Also, several existing protocols for WSNs are compared in the aspect of authentication,
integrity, confidentiality, replay protection and attacks deterred.

5. Conclusion and Future Scope. A comparative analysis has been made based on
the characteristics of each security protocol. As a result of the analysis, it was found that
the security protocols contained the message authentication, integrity and confidentiality
on the basis of symmetric algorithms requiring small energy consumption. Additionally,
in some protocols, counters (SPINS, MiniSec, Zigbee) have been used to against the replay
attacks. To develop a new protocol is resistant to attacks on WSN, which provides low
energy consumption and message authentication, integrity and confidentiality. In the
future, a research on constraints of sensor node itself and security issues against WSN
and [oT environment should be done together.
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