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Abstract. A variety of security policies have been enacted on a national level in South
Korea; however, investments in security have been lacking due to ineffective legal pun-
ishments. Furthermore, South Korea has not created a complete logistics security system
that integrates and manages the entire logistics sector. Even though the port logistics
information system is a key national information system, there has been insufficient re-
search on diagnosing information security vulnerabilities. As such, in this study research
on the development of a vulnerability diagnostics system that automatically performs a
series of information security activities such as asset management, vulnerability diag-
nosis, vulnerability analysis, and action planning for information assets that exist in a
port logistics information system was conducted. In addition, this study also proposes a
port logistics diagnostics system operating plan for the efficient development of automatic
diagnostics scripts using the operating system of servers for a vulnerability diagnosis sys-
tem, integrated operating platform, and diagnostics system of a port logistics information
system.
Keywords: Port logistics, Logistics information, Diagnostics system, System develop-
ment

1. Introduction. The development of information technology has changed our society
into a knowledge and information society, and because of this, knowledge and information
can be shared anywhere in the world through the Internet or a similar means [1,2]. As such,
the development and sharing of information technology have created an opportunity to
transform each country into an information society. As a result, the growth of information
technology has created more opportunities to invest for strengthening the competitiveness
in information systems of enterprises [3,4]. Currently, many companies are developing
a variety of information systems and exerting a great deal of effort to improve their
information capabilities, but they have shown insufficient effort and necessary awareness
with regard to protecting the important information that is used in these information
systems both internally and externally. Port logistics information systems rapidly collect
various data and information about the movement of goods in and out of ports, manage
the storage and processing of this information, and provide timely relevant information to
the users [5-7]. If a security problem occurs at a port container terminal and the terminal
operation stops, an unprecedented situation may occur in which the country’s imports
and exports are paralyzed, so information security in the port logistics industry is as
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important as it is in any industry. However, current port container terminals are built and
operated with a focus on physical security, and the effort put into implementing software-
based information security management for port logistics information systems is relatively
insufficient. In this study, research was conducted on the development of a vulnerability
diagnostics system that automatically performs a series of information security activities
such as asset management, vulnerability diagnostics, vulnerability analysis, and action
planning for information assets that exist in a port logistics information system in the
delivery and delivery of the agent system and inside-servers. Web management of security
objectives, entrance, guard, situation room, entrance area, arrange a little bit of patrolling
and initial arrangements, gain the continuity of the day and night costs. Prientific security
equals. Monitoring and monitoring systems are installed in the Security Situation Room,
and 24-hour-monitoring system establishment. In the last security search item, install and
operate detector for personal search, installation and utilization of equipment for possible
products, operation of applications or biological response equipment, vehicle search for
vehicle inspection.

2. Special Characteristics of Port Logistics Information. The port logistics in-
formation system aims extending a crosscutting concern analysis of the port container
terminal center’s operating system design by transmitting each piece of information for
each class and executing the feedback [8-10]. Currently, port users around the world such
as shipping companies and importer/exporters are able to make port usage applications
such as ship arrivals and departure reports, goods delivery and sending reports, and port
facilities usage reports mainly via the EDI (Electronic Data Interchange) method making
reports through computers in VAN (Value Added Network) dedicated network. However,
port logistics information systems are being built and operated to allow port usage reports
to be made from any location in the world by port users if they have devices that can
connect to the Internet. A port logistics system which is Port-MIS (Port Management
Information System) is being operated in the Yeongnam, Honam, Gyeongin, and Yeong-
dong management areas, centered on SP-IDC (Shipping & Port Internet Data Center).
Civil petitioners process their various civil complaint tasks using Port-MIS, which is built
into SP-IDC, and task managers use the Port-MIS for each management area to process
acceptance or approval tasks related to the civil complaint reports [11]. The purpose of
Port-MIS is to make port management operations efficient and support policy decisions
for scientific port management. For port users, the integrated information system that is
installed and operated by the port authority to provide convenience can be considered as
the most widely known system. However, there still have been no efforts or technology
developments related to information security that consider the specific characteristics of
the port logistics field. As shown in Figure 1, there is a more than 7-year gap between
South Korea’s level of logistics security technology and that of other advanced nations.
The government has been enacting policies related to security, but investments in securi-
ty have been lacking due to light legal punishments, and South Korea has not created a
complete logistics security system that integrates and manages the entire logistics sector.
Furthermore, as insufficient systems for information security in the port logistics sector

in South Korea exist, the enactment of relevant national laws is currently being reviewed
with a focus on specific sectors such as information communications networks.

3. Hardware Development for Vulnerability Diagnostics System of Port Lo-
gistics Information. As part of this study, it is a research for the development of an
operating system which can diagnose port logistics information vulnerabilities, and the
hardware systems presented in this study were classified as internal devices and external
devices as they were developed.
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Source: Current technology levels according to the Korea Institute of S&T Evaluation and Planning

National R&D Technology Industry Information Service (NTIS)

Figure 1. Current technology status related to port logistics security in
South Korea

3.1. Internal device and external device implementation. The vulnerability di-
agnostics hardware system was implemented based on Open Source Hardware (OSHW).
OSHW publicly releases the circuit schematic diagrams, related instructions, printed cir-
cuit board diagrams, etc., that are used in a variety of hardware, so that anybody can
develop the same good or goods that use the public hardware. In OSHW, specific hard-
ware designs are publicly released so that anybody can use them to learn the hardware
manufacturing methods, and at the same time, permission is given to modify, distribute,
or manufacture the designs. It is possible for anyone to manufacture a totally new form
of connected device according to changes in the user’s form of operation. Arduino, which
was created in Italy in 2005 and is responsible for physical inspections, is currently the
most famous and widely used OSHW platform. In the system developed for this study,
development tools and circuit schematic diagrams, etc., can be provided in an open source
form so that users who have no experience with embedded development can easily use
them. Arduino is a microcontroller board with low specifications using an 8-bit AVR
CPU; however, this device has been developed so that various sensors for measuring light,
temperature, humidity, etc., are easily connected to various actuators such as speakers,
LEDs, and motors, as it is equipped with several digital pins and analog pins that can
be used by sensors and actuators. In addition, it can combine accessories such as LCD
screens, USB adapters, or “shields”, which are communication link modules for GSM,
wi-fi, Ethernet, etc., and supports a variety of operating systems such as Windows, Mac
OS, and Linux. Table 2 shows the major functions of the internal devices and external
devices developed in this study.

The internal device performs the role of distinguishing the necessary data from each
agent and corresponding port operations information and collecting the basic data that
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Table 1. Major legislation related to information security

Category Legislation name

Safe use of information
communications
networks and

information systems

Framework Act on National Informatization, Act on the
Protection of Information and Communications Infrastruc-
ture, Act on the Promotion of Information and Commu-
nications Network Utilization and Information Protection,
etc., Electronic Government Act, Digital Signature Act,
National Cyber Security Management Regulation, etc.

Punishment
for violations

Act on the Protection of Information and Communications
Infrastructure, Act on the Promotion of Information and
Communications Network Utilization and Information Pro-
tection, etc., Electronic Trade Facilitation Act, criminal
code, etc.

Prevention of
international theft
of state secrets and
vital information

Military Secret Protection Act, security operations regula-
tions, military criminal law, Act on Transfer of Technology
and Promotion of Commercialization, Act on Promotion of
Public-Private Partnership Technology Business, etc.

Creation of information
security conditions

Information Protection Industry Promotion Act, Act on
the Protection of Information and Communications Infras-
tructure, National Cyber Security Management Regula-
tion, etc.

Personal information
protection

Act on the Protection of Personal Information, Act on the
Promotion of Information and Communications Network
Utilization and Information Protection, etc., Use and Pro-
tection of Credit Information Act, etc.

Source: National Information Security White Paper, National Intelligence Service, 2016.

Table 2. Major functions of internal devices and external devices

Category Description Function

Internal
device

This provides an independent
console and operates indepen-
dently within a closed network.

- Equipped with Analysis console
- One-way outgoing encrypted transmis-
sion is available to a specified external de-
vice

External
device

This communicates with inter-
nal devices from the external of
a closed network and provides
console function.

- Receipt of one-way incoming encrypt-
ed communications is available with the
specified internal device due to the equi-
pped analysis console.

were diagnosed by the agent. In communication fields, it continuously acts as the con-
nection between the operation network and external networks, and blocks unauthorized
access attempts that occur via the external network. The agent is installed in the relevant
information system, taking account of the operation environment and operating system
that is appropriate for the characteristics of a port logistics information system to perform
a normal diagnosis. It is implemented to transmit the diagnostics logs for each piece of
information to the internal device. In this study, the port logistics information vulnera-
bility diagnosis performed by the internal devices and external devices is conducted. The
software performs the vulnerability analysis based on the agent, receives each piece of in-
formation from the internal device, and analyzes the diagnostics results. In the hardware
part, the system is operated to collect various diagnostics results that occur in the port
logistics information system and to perform logical network separation by installing the
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internal and external devices. Communication between closed networks in the port logis-
tics information system and external networks is implemented so that information from
the internal device is encrypted and transmitted to the external device via the developed
software and hardware system. In the external network, this information becomes the
basis for analysis that can be used in the port logistics information system’s diagnostics
results, which become the basis for risk analysis and finding improvements. The port
logistics information vulnerability diagnostics hardware system considered in this study
was developed so that the information system had an independent network section that
was distinct from the network being operated and a connection with an external network
can be available. The hardware system is configured so that communication with the
information system is controlled by a Raspberry Pi and communication with physical en-
vironment measurement sensors and other devices is performed by the Arduino. Both the
internal device and external device were developed using a Raspberry Pi as shown above,
and the internal device operates independently within the closed network. A virtual en-
vironment system was built to evaluate the vulnerability diagnostics system developed in
this study.

3.2. Analysis console development. In this study, the analysis console system was
developed to perform the functions of receiving the values measured by the agent and
providing analysis results. It provides the number of registered information systems,
safety index averages, etc., via the logistics information system’s status report so that
the operator can understand the overall status of the information system. In addition, it
provides the status of assets according to information system type in the “Asset List”,
and it provides asset registration and safety indexes according to each information system.
The “Diagnostics Results Report” provides the status of whether there is a vulnerability
and the vulnerable point action plan for each control item. It was implemented so that
reports could be automatically generated through automatic diagnostics scripts for each
server operating system so that the user can easily see the diagnostics results as shown
in Figure 2.

Figure 2. Analysis console implementation

3.3. Performance analysis of vulnerability diagnostics hardware system. Using
the vulnerability diagnostics hardware system developed in this study, the diagnostics
results received from each host in the port logistics information system were combined to
calculate the current risk, as shown in Figure 3.

The internal device received the transmitted results, added up the received content,
and presented it to the console screen as shown in Figure 4.

It was found that when the developed system performed diagnostics in a Windows
Server environment, it completed the diagnostics within 10 min, the average time being
5 min and 58 s, as shown in Figure 5.
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Figure 3. Results report provided by the internal device
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Figure 4. Vulnerability diagnostics system execution report

4. Conclusions. The development and operation of systems for port logistics safety and
security can not only advance the port logistics industry to a more systematic and ef-
ficient state, but can also become a factor that increases international competitiveness.
Particularly in a country like South Korea where dependence on trade via importing and
exporting is high, promoting and supporting the port logistics industry is important; how-
ever, systematic management of port logistics information has still not been implemented,
and the relevant systems require continued development. Therefore, this study has de-
veloped an operation system that can diagnose and resolve port logistics information
vulnerabilities. The developed system periodically diagnoses vulnerabilities in the server
and DBMS, transmits the diagnostics results to an agent that performs analyses. It has
implemented functions for logically separating networks during emergencies and storing
diagnostics results in order to respond to various disruptions. This is expected to reduce
the vulnerabilities in port logistics information systems and consequently strengthen ro-
bustness against cyber-attacks and reduce system disruptions due to mistakes and gross
negligence by information systems operators. It also makes it possible to continuously
monitor the inevitable vulnerabilities that must be accommodated due to the characteris-
tics of application programs and legacy systems. Because it is possible to handle sustained
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Figure 5. Example of diagnostics execution results in a Windows Server system

external attacks, the competitiveness of South Korea can be strengthened by improving
the country’s port logistics industry capacity and increasing its international standing
through an uninterrupted port logistics service. The number of items will be increased by
drawing more emphasis on the vulnerability diagnosis item, and the current system will
be implemented around diagnosis and monitoring, but will increase maturity as a step of
remote action. In addition, it is going to install a function that can statistically derive
particular occurrence based on accumulated data on installed environment by installing
learning functions such as Deep Learning.
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