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Abstract. Smartcards that have functions as data storage media and consist of memory
and processor, require a security system. The security system on the smartcard is located
on a processor called crypto-processor. The security system applied in the smartcard
crypto-processor is called cryptographic algorithm. DES (Data Encryption Standard) is
a cryptographic algorithm used in smartcard crypto-processors. This research developed
the DES algorithm by applying the methods of 8 rounds and 2 cipher functions so that
the encryption process time is more optimal. The data encryption process is carried out
in parallel by using this method, the initial permutation results from the input data are
grouped into 2, right and left, then processed with each cipher function, so that with 8
second rounds the data block has been processed. DES algorithm optimization design is
implemented in the VHDL programming language on XC3S1200E Field-Programmable
Gate Array (FPGA) devices. The test results show the speed of the encryption process
is 9 clocks without latency. The use of resources resulting from the application of the
method in this research were 1% slices of Flip-Flop and Latch, 2% slices of LUTs, 71%
slices of bonded IOBs and 12% of GCLKs.
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1. Introduction. There are various forms of data and information nowadays, which are
text, images, videos, transactions, and others. In this era, most of these data available in
digital format are integrated in the form of hardware and stored in a container called a
smartcard. Smartcards are plastic cards of the same size as credit cards, and are called
smartcards because they contain silicon chips called microcontrollers. The chip consists
of memory and processor. To maintain the security and privacy of information and
data, cryptographic techniques added to security systems on embedded microprocessor
chips [3, 9]. The importance of a security system on the processor is related to data and
information stored in it. Cryptographic algorithms that are applied to a processor chip
are called crypto-processors. The crypto-processor architecture is shown in Figure 1.

This research focuses on crypto-processor on smartcards which developed the DES
(Data Encryption Standard) cryptographic algorithm. The DES algorithm applied to the
crypto-processor in this research is the development of Lim’s method [11] and the Kaps
and Paar’s method [4], where DES in Lim’s method is applied with 8 cycles and 1 cipher
function, while the Kaps and Paar’s method applies 8 cycles and 2 cipher functions. Both
of these methods avoid using 2 times the Substitution-Box (S-Box) during the process of
randomizing data to the cipher function. Based on these researches, to increase the data
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Figure 1. Crypto-processor architecture [6]

randomization process with DES algorithm, this research combines the two methods into
DES 8 rounds and 2 cipher functions applied to FPGA XC3S1200E.
This paper is organized as follows. The DES algorithm standard is described in Section

2. DES with the methods of 8 rounds and 2 cipher functions are shown in Section 3. The
results and analysis of DES 8 rounds and 2 cipher functions into the FPGA XC3S1200E
are shown in Section 4. Finally, the conclusions from this research are shown in Section
5.

2. DES Algorithm Standard. DES algorithm is recurring symmetric cipher block,
operating with permutation, XOR, and substitutions. The algorithm is sequential in
every operation and iteration in 16 rounds [5]. The structure of DES algorithm is formed
based on principles on the Feistel cipher structure [2, 5]. All operations that iterate in
16 rounds are part of the mode in the DES algorithm [8]. The DES algorithm scheme is
shown in Figure 2.
The plain-text 64 bits are rearranged using initial permutations and are called permu-

tation block. The permutation block is then divided into two parts, right and left, Li and
Ri, 32 bits each. The two groups of data are then processed in 16 rounds using cipher
function. Cipher function consists of expansion data, XOR with sub-keys, substitution of
data with S-Box (Substitution-Box), permutation of P, XOR back with initial data. Two
groups of data are then combined and rearranged with final permutation called inverse
initial permutation, and the result is called cipher-text as output [7]. The cipher function
scheme is shown in Figure 3.

3. DES 8 Rounds and 2 Cipher Functions. Optimization of DES algorithm with
8-round method and 2 cipher functions implemented in IC-FPGA was conducted in this
research. Optimization is done in both data blocks, right and left, encrypted simulta-
neously so that the number of radars in the DES algorithm can be optimized and the
attention in the algorithm is reduced. The DES algorithm design in this research is
shown in Figure 4.
Figure 4 shows that the 8 round DES algorithm consists of 3 main blocks, namely

block input, process, and output. The input block is the first process passed by plain text
where there is transposition of data units into the Initial Permutation (IP) table. The
results of this first transposition is two groups of data L0-32 bits and R0-32 bits. The
process block is the center of the encryption process or called the cipher function. The
cipher function consists of eXclusive OR (XOR) mathematical operations, permutations
and substitutions. L0 and R0 are processed in each cipher function, so that these two
data can be processed simultaneously because they are not interdependent or waiting for
the process queue. L0 and R0 data are expanded to have the same data width as the
sub-key so that it can be processed with XOR operations. XOR results between L0, R0
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Figure 2. DES algorithm scheme [10]

Figure 3. Cipher function scheme [1]
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Figure 4. Block diagram of architecture 8 round DES algorithm design

Figure 5. Block diagram of sub-key design

and sub-keys are then substituted by using S-Box (Substitution-Box), first cycle using S1,
second cycle S2, and so on until the eighth cycle using S8. The use of this method also
makes the use of S-Box more efficient because in the DES 16 cycle algorithm, after the
8th cycle, the S-Box usage is repeated. The results of substitution are then permutated
with a permutation table known as P permutation. The permutation results are then
XOR returned with the initial data unit, in the first cycle at XOR with L0 and R0. This
process is repeated until the 8th cycle or until it produces L8 and R8, the two groups
of data units are then combined in the final permutation process or known as inverse
initial permutation. The data unit has been processed in the final permutation, meaning
that the encryption process has been completed and obtained encryption results called
cipher-text.
Block diagram of Figure 5 describes the process of sub-key formation, the input key is

an external key that can only be known by the owner or user and must be kept confidential
so that it is not misused by irresponsible parties. In the process of forming a sub-key,
mathematical operation used is permutation namely compression permutation 1 and 2
or PC-1 and PC-2. The width of the data on the formation of sub-keys will decrease,
in the permutation of compression 1 number of bits decreases by 8 bits used as parity,
so the data width that is processed is 56 bits. Result of PC-1 is then processed by shift
operations rotating the data units one, two, three, or four to the left position according
to the rotation. After the results of the shift operation, the second permutation is carried
out using the table of compression permutation 2 (PC-2). In the second permutation
operation the number of bits is reduced by 8 bits, and the result of the PC-2 operation is
a sub-key of 16 sub-keys.
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DES algorithm method used in this research is 8 round method using 2 cipher functions.
These two cipher functions are used to process each data block right and left, so that the
process can be run in parallel. This method does not use memory registers but uses Latch
to hold data output before the encryption process.

4. Result and Analysis. The application of DES algorithm design with 8 round method
and 2 cipher functions is performed with FPGA XC3S1200E. The design test results are
shown in Figure 6.

Figure 6. Results of 8-cycle DES algorithm design testing

Input data (plain-text) and keys have 64-bit data width. datain [0:63] is the input for
plain text that will be encrypted. key [0:63] is input to form sub-key. The results of
encryption are shown by dataout [0:63], which means the data with [0:63] is data with
a 64-bit capacity. The encryption process in this design is affected by ‘first’, ‘busy’, and
‘dataready’ signals, when ‘first’ and ‘busy’ signals are active (high), 64-bit data keys are
sent serially via key pins [0:63] and start forming sub-keys. In addition to input data
keys, 64-bit plain text data sent serially through data pins [0:63] begins to be processed
along with sub-keys to produce text-ciphers. The process of forming sub-keys and the
first data randomization process (data initialization) is done in 1 clock. The process of
randomizing data to form cipher-text in 8 rounds requires 8 clock processes.

Simulation only requires 9 clocks without latency. The FPGA clock used is 500 MHz
with a total period of 2 ns. The test results also provide a summary of device utilization
from the DES algorithm design.

Figure 7 shows the summary results of the resource usage required from the DES 8
round algorithm design using XC3S1200E. The result is that it requires 98 slices Flip
Flop and Latches or 1% of the 17344 slices provided, LUTs (Look Up Table) of 395 slices
or 2% of the 17344 slices provided, bonded IOBs of 136 slices or 71% of the 190 slices
provided, and 3 slices Global Clocks (GCLKs) or 12% of the 24 slices provided.

The process of encryption with the 8-round method and 2 cipher functions does not have
latency and requires an encryption process of 9 clocks, so that the encryption process time
is more optimal than the method used in [4] (16 clock encryption process with latency)
and the method performed on [11] (8 clock encryption process with latency), and this
makes the encryption process with the 8 round method and 2 cipher functions work more
optimally.

5. Conclusions. DES design optimization algorithm with 8-round method and 2 cipher
functions is applied in XC3S1200E FPGA technology. Both cipher functions are used to
process two data blocks, right and left, so that two blocks of data can be encrypted in
parallel in 1 time. The design of this method does not use memory registers but uses
Latch as a data buffer. The process of randomizing text into a cipher-text is done in 9
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Figure 7. Summary of results of application of 8-round DES algorithm

clocks without latency, with a total period of 2 ns and using frequencies reaching 500 MHz.
Based on the results of testing and comparisons with previous research, the encryption
process with DES 8 round design and 2 cipher functions can be optimized. Furthermore,
implementation of DES 8 rounds and 2 cipher functions into chip form is as future work.
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