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Abstract. Software validation and verification is an important process within the soft-
ware development life cycle used in the development of software systems. Software val-
idation and verification are closely linked to the software system structure analysis and
design where verification is an important part of identifying different purpose and signif-
icance of their software products. On the other hand, the major role of validation is to
improve the efficiency of the software system. Both verification and validation are the
essential parts for software development and used to improve the performance of their
system program. Moreover, both processes are maintaining a proper balance in an auto-
mated system. This paper aims at highlighting the differences between the V-models and
analyzing their significance.
Keywords: Software development life cycle, Software validation process, Verification
process, Software testing process, Debugging process

1. Introduction. Development of information system is helpful to a huge number of
software engineers as well as exploited by the engineers of instrumentation and control
in process industries. This has subsequently improved and ensured satisfactory levels of
the performance of industries and plants. The systems that are associated with the use
of computers or related technology were installed initially for functions that were neces-
sary for industrial operations. However, they were not at all related to the safety of the
systems. Introduction of the software-based systems approximately 2 decades ago, has
led to examining well-documented challenges and difficulties across various industrial sec-
tors. Software validation and verification are the two most essential parts of the Software
Development Life Cycle (SDLC) which are mainly used for evaluating or executing the
program. In general, verification is used to identify each and every issue related to the
programs [1].

On the other hand, validation is used to check whether the software system meets every
specification or not [2]. Verification and validation are known as the most commonly
used technique through which every IT industry could be able to ensure their product
performance and specifications. Every device or system is developed and maintained using
proper practices and all the risks related to the use of products are generally reduced
through reasonable verification. In order to verify any software, it is essential that they
also have to focus on the specification related to the program. In the case of software
verification, it does not suffer from physical changes. The process of software verification
and modification is dependent on user requirements. Software verification or modification
requires to depend upon the user requirements [3]. However, during the modification or
validation process, the requirements are critically verified and tested, through which all
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the developers could be able to upgrade their software system. In order to run a proper
validation process, all the developers have to focus on the different specifications of their
system and users requirements [4]. In a software development life cycle, validation of
software undertakes all the responsibilities to check the entire specification as well as the
purpose of that software system. In addition, in case of verification or modification, the
developers need to involve a debugging process through which they could be able to verify
all the specification relates to their identified issues. However, the main objectives of the
validation and verification process can be identified as, testing or checking items including
code and conformance through observing the results. The process of debugging implies
when the aim of that program goes wrong and it requires a proper modification [5]. The
scope of this process can be specified as, this validation or verification process mainly
used to check whether the system meets customer’s requirements.
This paper focuses on the understanding of the process to validate software. In this

respect, aim, objectives and various aspects of software validation are discussed. Along
with this, the deductive research approach is taken into consideration to have a specific
result over the concerned scenario. The secondary research is performed based on the V
model of software development and verification.
The aim of this research paper is to evaluate the differences between software verification

and validation in accordance with their significant contribution to software quality. The
paper also highlights on analyzing the more important one between these two types of
testing processes. The objectives of this research paper include the identification of the
principles of software verification and validation and analyzing their needs. The paper
also examines the need for validation and verification of software and identifies the basic
differences between both.
The information obtained from software validation and verification allows identifying

the requirement specifications of the system focusing on the fact that whether they are
concise, complete, consistent, correct and unambiguous. By the end of this paper, a piece
of clear information regarding the differences between software validation and verification
is expected while taking due account of the prevalent regulatory procedures. This paper
primarily intends in assisting users, suppliers, and regulators in developing, installing,
accepting and licensing of systems that are computer-based contributing to their safety.
Justification of the approaches of verification and validation of the software will enhance
the quality plan of the development process.
In Section 2, the fundamental principles, differences and best practices of software

validation and verification are reviewed. In Section 3, we present our research methods.
Results and analysis of the research are presented in Sections 4 and 5 respectively followed
by a conclusion.

2. Related Work.

2.1. Principles of software validation and verification. In order to run a proper
software system, it is essential to verify all the specifications and requirements of that
system. It is also essential to check the validity of that system so that all the develop-
ers could be able to undertake preparation for further modification. Software verification
mainly focuses on various objectives of the software development process, through which
they could be able to provide evidence that, the cycle has met all the requirements [6]. Soft-
ware verification process needs to be done properly so that the entire system could meet
its targets. Moreover, software verification looks after completeness, correctness, and con-
sistency of the software and its supporting systems. Verification is mainly used to check
whether the system requires any kind of modification. The verification process includes
code and document inspections, dynamic and static analysis and so on which is totally
based on the different specification of that program [7].



ICIC EXPRESS LETTERS, PART B: APPLICATIONS, VOL.10, NO.10, 2019 887

Software validation is one of the most important parts of SDLC that is used for a
completed device. This process is mainly used as evidence, through which they could
be able to provide a verified description of their different specifications of the software
system. The software validation process is involved at the end of the software development
life cycle so that it could ensure all the specifications meet the requirements [7]. In case
of a hardware system, a software validation system was used to verify whether all the
specifications are connected properly with the hardware system. However, the validation
of a software system is dependent upon the software analyzing, testing, verification, and
another testing process at the stage of the software development life cycle.

The process of software development is too complex for developers because they cannot
test each individual program forever. As a result, they have to ensure their self before
the program execution. All the stages of software verification, validation and testing are
dependent upon the safety risk which arises from the automated system during execu-
tion [5]. In the case of large measures, the process of software validation is a process
of developing the confidence level so that the software meets all the specifications and
expectations. However, for an automated system, it is essential to check whether all the
specifications of that system are meeting their target or not [2].

2.2. Importance of software testing. Software development undertakes the most im-
portant role of the software development process which is used to ensure the prevalence
of any discrepancy in the entire software development life cycle. Software testing includes
all the processes of software validation as well as verification where verification makes the
product right and validation makes the right product [8]. Software testing is primarily
used to ensure or verify the automated software system. In case of a software development
system, testers undertake a proper software development process through which they could
be able to ensure their entire development system as well as the coding system. The main
purpose of the software development process can be defined as: all the developers are able
to identify all the issues related to the different specification of their software system. In
the case of software testing, all the developers include the process of validation through
which they also could be able to provide a reliable and secure software system. Moreover,
through this validation process, they could be able to build a proper structure on the
upcoming issues related to their software system.

On the other hand, the software testing process also includes a verification technique
through which all the developers are able to identify each issue related to their existing
system. This verification system involves the process through which they could be able
to verify whether the software system is meeting all the requirements [9]. Through the
software testing process, most of the testers are able to ensure their self about the speed,
stability, scalability of their application. The verification process is also used to check the
system is following their command or not in an automated system. The process of software
testing involves three different stages, including preliminary testing phase, testing phases
and user acceptance testing phase [10].

All the phases mainly focus on stages of development, checking requirements, verifica-
tion process, and validation process. Using this kind of testing process developers are able
to establish a secure and reliable development system through which they can provide a
company software for their individual system. However, software development involves
three different phases in case of testing phase including verification, validation, and test-
ing. The testing phase is specified as a separate phase which is mainly based on the
perspective of the testing team.

2.3. The need for software validation and verification. Validation and verification
is a whole life cycle process of the software development process through which every
developer could be able to access all the issues and requirements related to their software
system. The main principle of this process can be defined as, discover the defects in the
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existing system, and check the ability of the system in the operational condition. All the
changes in the software development system depend upon the software functions, user’s
expectations and market environments.
Software validation is the primary stage of the software development process by which

any developer could be able to ensure their system program and prepare the system for
the upcoming modifications [6]. Depending upon this process, all the organizations like
IT organization can gather all the information about their customers’ requirements and
market environments.
In order to maintain all the functions of the software development process, it is essential

to maintain a proper security management process through which every tester, as well
as the developer, could be able to secure their different stages of software development
including database, server, resources, and so on. In addition, through the validation
process, any developer could be able to provide proper and reliable specifications for their
users. In case of software development organization or team, it is essential that they
have to implement Identity Documents Act 2010, through which they can verify all the
document related to their users and secure the entire system [11]. It can be analyzed that,
validation process in an essential part of the management of software because through
the process developers are capable of making proper software to the users.
The number of failures experienced during testing can be calculated using the following

equation:

∆µ =
V0

λ0

(λp − λF )

where V0 = 500 because one fault leads to one failure, λ0 = 2 failures CPU hr, λF = 5
failures 100 CPU hr, λp = 0.05 failures CPU hr.
On the other hand, through a verification process, any developer could be able to

improve their different issues or specification related to the existing software system. In
the case of software verification, this process involves software inspections and software
testing. Through this program, every tester or developer could be able to identify each
issue and requirements which are the essential part of software development. It also
can be analyzed that, software verification is the most important process of software
development. In the following equation it is taken as the notation to denote that 0.05
failures have occurred per hour.
As a result, it can be stated that software validation is the most important process for

making proper software; on the other hand, verification is the process whereby the devel-
opers of the software are able to implement the system, depending upon the requirements.

2.4. Difference between software verification and validation. In the case of a soft-
ware development system, verification and validation are the most essential part of the
software testing process. In order to provide a vivid distinction between validation and
verification, one can entirely base on the role of specification. The main objective of val-
idation is to ensure if the specification of the software captures the customer’s needs [3].
On the other hand, the verification objectives are identified as the developed software sys-
tem will meet all the requirements and also check for further updates or implementation.
Verification mainly focuses on evaluating the product development process through which
they could be able to verify whether the system meets all the specified requirements. On
the other hand, the validation process mainly involves at the end of this program to check
whether the software system meets the customer’s requirements as well as expectations or
not [12]. The verification process involves reviews, inspections, and meetings as objectives
of this process. On the other hand, the validation process includes, white box testing,
black box testing, and grey box testing as objectives of this process. However, it can be
stated that the verification process involves before the execution and validation process
involves after the execution of the program.
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2.5. Best practices for the validation and verification process. In order to main-
tain all the services of the validation and verification process, every organization has to
focus on their difference observation process through which every developer could be able
to specify all the issues individually. Moreover, in order to maintain this process, every
developer has to build a proper observation system for an automation system [9]. As a
result, they could be able to observe the entire system on a regular basis. In the case of
software development, verification process comes up before the execution; as a result, all
the developers can start the entire system with proper planning as well as proper safety
for the system. On the other hand, the validation process involves the execution of the
program [13].

As a result, the entire tester could verify the entire process to ensure that whether the
program meets all the requirements or not. As a result, it can be stated that the validation
process is a more important process than the verification process through which all the
developers are able to improve their system performance.

3. Research Methods. This research is preceded by the secondary data collection pro-
cess. Positivism philosophy is undertaken so that the knowledge regarding differences in
the validation and verification process of software is gathered via practical phenomena and
relations. The data is interpreted through proper reason and logic by means of positivism
philosophy. The deductive research approach is chosen for the research to analyze all the
available evidences from online resources from a theoretical perspective. Secondary data
is collected from Google Scholar, NCBI and PUBMED database. Based on the collected
data, themes are set on the research topic highlighting the different testing procedures
of validation and verification and analyzing the differences between them. Axial codes
are formed from the themes extracting the keywords and those are further analyzed. An
inclusion and exclusion diagram is provided that mentions the use of the journals and
databases required for the study.

In the case of the concerned research work, the deductive research approach is used.
This approach is helpful to gather authentic data based on theoretical findings. Besides,
the deductive research approach is helpful to initiate research by means of pre-formulation
of questions. In this respect, this approach is chosen due to evaluating and analyzing the
verifications and validations of software. In order to take this approach into consideration,
the theoretical analysis and evaluation would be easier.

4. Results.

4.1. Application. The difference between the validation and verification processes de-
pends mainly on their application. While validation mainly involves the execution of the
program, the verification process is involved before the execution of the program. As a
result, it can be stated that through the validation process the tester could be able to
identify all the issues related to the system. On the other hand, through the verification
process, developers can evaluate software development in a proper way.

Moreover, the V-model also differs with each other depending upon their objectives.
Validation involves three different types of box testing processes. On the other hand,
verification includes three different observation processes of the software [7]. In terms of
their execution, verification is a manually checking process including checking documents
and files through which the developers could check the user’s requirements. Converse-
ly, validation checks the existing and the implemented program based on the specified
requirements related files and documents.

In terms of the development cost, software verification is a cheaper process than the
validation process which explains why most of the companies mainly focus on the software
verification process maintained by the developers. However, most of the software devel-
opers are involved plans, design specifications, code, requirement specification, test cases
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for the software verification process [14]. On the other hand, all the testers are involved
software under testing process, through which they could be able to identify all the issues
related to their system and ensure their service. On the other hand, the verification pro-
cess is mainly used to explain whether the outputs are totally depending upon the input
or not.

4.2. Functionality of the software system. Validation is used to provide a proper
description of whether the software system is useful for the user or not. Consequently, in
terms of the execution of a program, it can be stated that validation is a more important
process than the verification process in the software development life cycle.
It also can be concluded that, in the context of software development process, validation

and verification both are the essential part [11]. It is helpful to check the authenticity
of the concerned software. As a result, all the developers, as well as the testers, are able
to improve their services by adopting both processes. In the case of the IT industry, it
is essential to adopt three implementations of the software system, which includes the
software testing process, the software validation process, and the software verification
process.
It is worth mentioning that in order to maintain a proper development process, the

IT industry, in particular, has to follow a proper security testing process. Consequently,
both the developers and the testers are able to stop unauthorized access to their stored
data and resources.

4.3. Structure of the automated system. In order to maintain all the structures
of the automated system, they have to care about the verification process. The reason
behind this is that it is too complex to observe the entire program after the execution
on a regular basis [7]. As a result, most of the companies are undertaking an automated
software testing process, through which their developers could be able to identify all the
issues in a proper way.

5. Analysis of the Secondary Research.

5.1. Difference between the validation and verification depending upon objec-
tives. In case of verification, all the objectives are mainly used to verify the product is
being developed based on the requirements or not. In order to maintain this process,
verification involves three different observation processes which include meeting, reviews,
and inspection. On the other hand, software validation process includes three different
box testing processes, which includes white box testing process, gray box testing process
and black box testing process [9].
All the box testing processes are mainly used to describe a concept on, whether the

system meets the user’s requirements and specifications or not. As a result, the testers and
the developers will be able to build a proper concept based on their software requirements
and its implementation process. It can be analyzed that, when it comes to objectives, the
software validation process is more important than the software verification process [10].
The reason behind this is that through this process they could be able to identify all the
issues related to their software development.

5.2. Identifying the most significant process between software validation and
verification. Validation and verification have the potential to establish proper confidence
through which all the software developers are able to fit that software for the purpose.
Depending upon the difference between the validation and verification process, it can
be stated that validation includes software testing process where verification includes
software inspection process. However, in the case of software testing process, there are
two types of testing process which includes validation testing and defect testing [15]. The
software verification process includes the defect testing process through which they could
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be able to build a proper concept of the significance of their software system. On the
other hand, software validation testing process includes all the processes of their software
testing after the execution of a program. As a result, it can be stated that, in the case
of software development process, the verification process is more significant than the
validation process [16]. The reason behind this is that the verification process includes
the defect testing and debugging process through which all the developers could be able
to debug their program or system after the execution of their program.

5.3. Equation for software verification. One of the most positive points on software
verification process can be defined as, debugging process is used to identify the position
of errors and through defect testing, they could be able to overcome those issues or errors
[17]. It also can be stated that most of the companies are recently focusing on the software
verification process so that they could maintain their software system in a proper way.

Figure 1. Quadratic equations to verify the functioning of software for
unit testing

5.4. Evaluating the costing between software validation and verification pro-
cess costing of V-model. In the case of an industrial software system, it is essential to
focus on the costing process through which they could be able to maintain their software
system in a lower budget. In software development, verification process is mainly used by
the software developers to identify the requirements of their users and implement their
system which is a low budget process. On the other hand, validation process is used
to check whether the system meets their requirements or not which is a high budgeting
process [18]. As a result, in recent years every organization mostly for IT organizations
is mainly focusing on the verification process to save their cost as well as time. It also
can be stated that through using the software verification process they also could save
the manpower which is the most effective part for an IT organization.

5.5. Significance of validation and verification in increasing software efficiency.
In the case of software efficiency, all the developers mainly focus on the debugging and
defect testing process. For the development among the software system, most of the IT
companies are mainly targeting their software validation and verification process through
which they could be able to improve their efficiency [19]. The software verification process
is mainly used to check the various performances related to their software, which are total
causes for software efficiency.

On the other hand, software validation process is mainly used to focus on the various
checking processes related to the software performance, which is mainly used to improve
the efficiency of their software system. As a result, it can be stated that verification
process is used to check the software efficiency where validation process is used to improve
the software efficiency [15]. However, it can be analyzed that, the process of software
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validation is more effective in case of improving the efficiency of their entire system. As a
result, most of the IT firms are including a proper automated validation process through
which they could improve the efficiency of their software system.

6. Conclusion. The process of validation and verification totally depends upon the
source code, through which all the developers could be able to improve the performance
of their software system. In addition, the software development life cycle is known as the
most important structure which is used to describe software development.
There are various activities related to software development which are involved by

SDLC. Those activities include architecture, software testing, specifications, debugging,
maintenance and deployment. In this structure, software testing, software validation, and
verification undertake the most important role for the software development process. In
addition, an effective validation and verification process provides timely visibility into the
readiness and quality of the system. However, depending upon the different objectives as
well as the purpose of validation and verification, it can be stated that, both processes
are essential and balancing each other in a proper way. Moreover, both processes are used
to find an error or issue in various way, where verification is used to locate the issues in
requirements and validation is used to find all the issues in software efficiency. Most of
the researchers are still working on the various structures of validation and verification,
through which any organization could be able to improve the efficiency of their software
system. In recent years, most of the IT sectors are using a proper automated system
through which they could involve both, verification as well as the validation process. As a
result, those organizations are able to reduce the complexity of the software development
process and improve the efficiency of their software product in a lower cost and time.
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