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ABSTRACT. In some real-time scenarios of multi-agent computing, consider an instance
where two committees need to perform some specific computation (here decision oriented
logic), which requires collaboration among them but due to lack of mutual trust or to
retain the privacy and integrity, they are not willing to expose their attributes with each
other or publicly. In real scenarios, querying on various cloud services such as Google
safe queries, PhishTank demands users to share their private data or browsing history
for some processing. Various privacy preservation computing protocols have been evolved
over past years. Still, computationally efficient and accurate method to deal with this
problem is need of the hour. In this paper, we present a decision-theoretic vectorized
computation model which is fast and simple to adopt practically. Our framework main-
tains the privacy of individual committee members \;, on whom the computation needs
to be performed. We termed this way of computation as safe voting. We perform the
complezity and accuracy assessment for the given framework. The experimental results
discussion and analysis are also given in the paper.

Keywords: Multi-agent computing, Private information retrieval, Linear vectors, Pri-
vacy, Decision theoretic logic

1. Introduction and Prior Work. In modern era, it is indispensable for various orga-
nizations with global context [1-3], as the threats are becoming more sophisticated day
by day. In order to avert the privacy breach, anonymization methods [4-7] have been
proposed over past years. Here, we summarize the problem of anonymous Decision Logic
in Information Retrieval (IR), where the privacy of the customer, who wants to retrieve
the information or wants to outsource the information, needs to be preserved. To prop-
erly understand the problem scenario, assume user A and user B want to perform the
collaborative computation without revealing their private parameters’ information or if
any untrusted third party is involved then at any particular time, third party or untrusted
cloud should not know any type of private parameters’ information associated to user A
and user B. Various Information Theoretic Private Information Retrieval (IT-PIR) [8,9]
schemes along with the Computational Private Information Retrieval (CPIR) schemes
[10-14] have been designed/modeled in past years. Chor and Gilboa [15], Kushilevitz
and Ostrovsky [16], Chang [17], Aguilar-Melchor et al. [18] have given privacy preser-
vation techniques and proved them in terms of efficiency and security and analyzed on
the factor of available computing resources. Chor et al. [19] proposed an scheme called
private retrieval by keywords. Later, this scheme is extended by Olumofin and Goldberg
[20] to perform the SQL (Structured Query Language) based queries. These private and
anonymous schemes had been applied successfully in various domains such as e-commerce,
lookup tables, and anonymous data interchange [13,21,22].
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1.1. Motivation and key contributions. The pivotal goal of this line of research has
been, to acquire privacy and integrity in the scenarios of anonymous decision logic while
multi-agent computing. Despite spectacular advancements made so far, we tried in this
paper, to achieve the goal through involvement of lightweight computations. Our key
contributions in this paper are as follows.

e A decision theoretic vectorized computation model involving privacy preservation is
proposed here.

e The complexity, accuracy assessment, correctness proof along with the experimental
analysis for proposed framework is also given.

1.2. Organization of the paper. Remaining paper is organized as follows. Section 2
presents some significant preliminaries, definitions and notations. Our proposed system
is given in Section 3. Section 4 presents the implementation results and comparative
analysis. Finally, Section 5 concludes the paper.

2. Preliminaries, Definitions and Notations. This section represents some signifi-
cant preliminaries, definitions and notations in this domain.

2.1. Private Information Retrieval (PIR). In a prototypical private information re-
trieval [8,9] scheme, a query comes from client side privately at database server such that
the database server responds on requests without any intention to know them. Let us
denote a user U and database DB that is holding the data. PIR is defined as below [10].

Definition 2.1. Consider a database DB, holding n number of bits, i.e., x € {0,1}".
Index i € {1,2,...,n} is being held by user U. PIR scheme permits to fetch the value of
the it bit in x without leaking information about i to database.

2.2. Homomorphic computation. The homomorphic encryption method [23] is able to
perform operations on encrypted data without decrypting them which solves the problem
of confidentiality and privacy inside cloud. The Homomorphic Encryption scheme (HE)
is based on additive and multiplicative processing functions. Homomorphic encryption
schemes are classified into two types.

2.2.1. Partially homomorphic encryption. A cryptosystem is thought as partially homo-
morphic, if it manifests either additive or multiplicative homomorphism property, but not
both. Some examples are RSA (based on multiplicative homomorphism), Paillier (based
on additive homomorphism), ElGamal (based on multiplicative homomorphism).

2.2.2. Fully homomorphic encryption. A cryptosystem is thought as fully homomorphic,
if it manifests both additive and multiplicative homomorphism properties. FHE is con-
sidered as far more powerful and a great way to secure the outsourced data in an efficient
manner. The encryptions on the plaintext p; and ps can be Enc(p;) and Enc(ps). Now,
since FHE achieves both additive and multiplicative properties, both Enc(p; + p2) and
Enc(p; * p2) can be computed in a secure and efficient manner.

2.3. Computational verifiability. Homomorphic Encryption (HE) can be assumed as
a better solution to secure outsourcing of scientific computations, but it is useful when
the returned result can be trusted.

Lemma 2.1. It is infeasible to factorize the N in polynomial time if integer factorization
in large scale is infeasible.

Proof: Assume z is an adversary who is able to factorize a number N into primes p
and q of probable same bit length in polynomial time. Suppose this operation probability
as p’. Each factor fact_i of a number N will at least possess two prime factors. So the
probability p! that the attacker can factorize it is almost lesser than p’. Thus the resultant
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probability that attacker can factorize N is [[;"; pl/ < (p/)™. Now if p’ is negligible, the
resultant probability is also negligible.

Definition 2.2. A matriz M € R™"™ can be called as orthogonal if it satisfies one of the
equivalent conditions — (i) M.MT = MT.M = I,,, (ii) M is invertible and M~ = M.

3. Proposed System. The limitations in existing schemes are analyzed through state-
of-the-art review which drove the development of the proposed solution. In this section,
first the methodology overview is presented. Further, the detailed procedure along with
the security analysis and correctness proof is given.

3.1. Methodology overview. We presented a decision theoretic vectorized anonymity
preserving computation model where the model entities and adopted methodology de-
scription are as follows: Consider two committees C; and C5, each with total number
of members as \. Here the logic involved in the decision support system is as follows:
Suppose the members of both the committees have to give a review vote for a product
(here, assume that the review vote is in discrete valued boolean form, i.e., either 1 [pos-
itive] or 0 [negative|) in particular instances. So, committee C possesses a linear vector
called voting set Vi, similarly committee C5 possesses a linear vector called voting set
V5 each with length A. In our scenario, voting set V; and voting set V5 act as private
entities/parameters corresponding to C and Cy respectively.

The exposure of member’s private parameters information is required in order to per-
form certain decision oriented computation (D), but an individual member is not allowed
to access other member’s private parameters (in our scenario, D is the result of decision
oriented query — What is the count of positive review votes given by committees’ members,
occuring simultaneously in linear vectors Vi and V3?). One common solution is to out-
source the computation to cloud but in the untrusted environment of cloud, the desired
computation may be not secure and feasible. In the framework, KGC is denoted as key
generation center. Keeping an eye on this drawback, we adopted the secure decision logic
computation methodology in untrusted cloud environment, as shown as Figure 1. The
detailed functionality of each component in our framework is given in Section 3.2.
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FIGURE 1. Proposed framework
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3.2. Detailed procedure. The detailed procedure for proposed solution is given as Al-
gorithm 1.

Algorithm 1

1: Begin procedure

2: (' possesses: voting set Vy; Cy possesses: voting set Va, where (V;, Vo — private
entities).

KGC: generates two random linear vectors Vi, ., and Va,, ., each with length A.
KGC: securely transfers the pair of (Vi,,,p, Vauanp) to both Cp and Cs.

C1 and (5 generate random numbers r; and 7 respectively and declare them as public.
Cy computes: Wy =Vi+ Vi 00 S1=ViVa, v + 11

C sends the computed entities (177,.57) to cloud.

C computes: Wy =15 + ‘/2RAND; Sy = ‘/2"/112,41\10 + 712+ %RAND'%RAND

Cy sends the computed entities (W3, S) to cloud.

10: Untrusted cloud performs following computation:

OR — Wl.WQ — Sl — SQ
11: Cloud sends back the computed result Cr to C; and Cs.
12: 4 and C5 independently compute: D «— Cg + 11 + 79
13: End procedure

3.3. Security analysis and correctness proof. This section presents security analy-
sis along with the correctness proof of the proposed decision logic oriented multi-agent
computing model.

3.3.1. Proposed protocol logic is correct.

Proof: () and (5 are individually able to get desired decision query result V;.V5 in
secure multi-agent computing. In step 10 of the above algorithmic procedure, untrusted
cloud computes
= W, . Wy — Sl — SQ
= (Vi + VU%AND)'(V2 + VQRAND) - (%"/QRAND + Tl) - <V2'V1RAND + T2+ %RAND'%RAND>
= (Viv? + ‘/2"/1RAND + ‘/I"/QRAND + VlRAND'VQRAND - Vl"/?RAND - T = ‘/2'V1RAND — T2
- %RAND‘%RAND)
= (Vi.Va =711 —13) = Cpg
In step 12, each of C; and C; computes

:>CR+T1+T‘2
= WV.Vo—ri—ry)+1r + 19
= V1.V,

3.3.2. Privacy preservation holds during entire communication logic. As voting sets, V;
and V5 are private entities of C; and Cy respectively, in the collaborative decision logic
computation, C7 and Cy are not allowed to share this information with each other or any
untrusted third party. In the protocol, since (Vi,,.p Vopanp) are only known to both Cy
and Cs, when untrusted cloud obtains Wy, Wy, Sy, S; from C) and Cj, cloud never gets
the clue about secret entities V; and V5.

Justification: In step 7 of Algorithm 1, (' sends computed entities W7, S; to the un-
trusted cloud. Since cloud possesses no information about Vi, ,,, the guess and determine
attack to obtain V] is not possible. Similarily, in step 9, C5 transmits computed entities
Ws, Ss to the untrusted cloud. Since cloud has no information about V5,,,,, the guess
and determine attack for obtaining V5 is also not possible.

Resultantly, even though 71 and 7 are defined as public entities, cloud has no possibility
to guess and determine about V; and V5.
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4. Implementation and Results Discussion. This section presents the results ob-
tained in different experimental scenarios.

4.1. Experimental set-up. Our system specifications (Software and Hardware) are as
follows — OS: Ubuntu 16.04 LTS, 64 bit is used; our hardware consists of 4 GB RAM
size along with Intel core i5 4030U CPU processor @1.90GHz x 4 clock speed. We used
Python v’3.5 language environment in the experiments.

4.2. Procedure and results. Experiments have been performed considering different
scenarios utilizing the proposed procedure. In first experiment, size of linear vectors
(voting sets V4 and V3) is taken as 500; in second experiment, it is 1000; and in third
experiment, it is 2000. The obtained results are given in Table 1. In the table, computa-
tional time acquired by C and C5 is computed and represented as t;; computational time
acquired by cloud is represented as t5. Total elapsed time for decision logic computation
and communication by multi-agents is given as (t; + t3). Last column in Table 1 repre-
sents the final desired result after execution of the entire process. Graphical visualization
is shown as Figure 2(a) Performance graph 1 and Figure 2(b) Performance graph 2. In
Figure 2(a), X-axis represents different experiment scenarios taken into consideration and
Y-axis represents parameter values corresponding to experiments. In Exp 1, the size of
Vi and Vj is taken as 500 and the decision query result output obtained after execution
of the protocol is as 127. Similarily, for Exp 2 and Exp 3, these two corresponding pa-
rameter values are shown in graph. In Figure 2(b), X-axis represents different experiment
scenarios and Y-axis represents total elapsed time (t; + t3) in seconds.

TABLE 1. Experimental results

Experiment élzgi?/f,? t1 (in sec.) | to (in sec.) Total(iaisz (§ time Dec1ilec;1;1ﬂ(tluery
I 500 0.0077 0.00001 0.00771 127
II 1000 0.0168 0.00003 0.01683 285
I11 2000 0.0401 0.00002 0.04012 5915
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FI1GURE 2. Performance plots

5. Conclusions. Multi-agent systems interacting intelligently can solve the problems
which are sufficiently hard for single party computation. Privacy preservation while com-
putation of a decision logic in multi-agent scenarios is a prime goal in any practical
untrusted environment. The ultimate goal of this line of research has been, of course,
to obtain a computationally efficient and secure multi-agent decision logic computation
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protocol which can function well in untrusted environment. In this paper, the targeted
goal has been achieved through the proposed research. As future research directions, we
try to generalize the proposed protocol logic into (N, ) anonymous decision logic, where
N can be any number of committees in general. We also test the practicality in privacy
preservation oriented real time applications.
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