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Abstract. In order to protect digital data, various methods have been applied. This
includes steganography, which has been popular to use. Here, secret data are embedded
in a cover medium. Some methods which have been introduced still have problems in
certain factors, for example, the quality of the stego data. In this paper, we enhance
the present controlling expansion method, which is variant of difference expansion and
reduced difference expansion. This improvement is implemented by using an image as the
cover. It is done by controlling the new pixel values, such that the difference from their
original value is not greater than 2 or 4, for 0 or 1 bit secret message, respectively. In
addition, the possible underflow and overflow values are eliminated. Also, different from
other existing methods, in the extraction process to obtain the secret message from the
stego data, we do not need a location map. The experimental result, which is performed
in grayscale images, shows that the proposed method is better than existing ones. It has
been able to increase around 3-4 dB of PSNR (Peak Signal to Noise Ratio) on average,
for an equivalent size of secret messages.
Keywords: Data hiding, Data protection, Information security, Network security, Stega-
nography

1. Introduction. In this information and communication world, transferring data thro-
ugh a computer network has been a need for computer users. Data, which can be text,
image, audio or video, sometimes are sensitive because they contain confidential infor-
mation, for example, bank account, military data and medical record. This information
must be protected, either in the transmission or storing process.

There are two ways of how the information can be protected, which are: cryptogra-
phy and steganography. The basic difference between those is: cryptography does not
require any medium (called the cover or carrier), while steganography does [1, 2, 3]. Data
which are encrypted by any cryptographic algorithm have a very different format, while
steganography leads to similar one, called stego data. It is slightly different from water-
marking [4]. An advantage of steganography is that it may not attract attention of third
party users because the data before and after being embedded are similar. In further
research, steganography can be classified into two categories: reversible and irreversible.
In both methods, the secret data are successfully extracted. Additionally, the former
happens when the method is able to recover the stego data back to the original, while
the latter is not. The reversible method considers that both the secret and cover are im-
portant. So, those must be generated the same as their original form. This is applied to
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various types of data, for example, medical and military data. Contrarily, the irreversible
method focuses only on the secret data. Once the original secret data have been obtained,
the stego data are ignored. A simple example of this algorithm is by modifying the LSB
(Least Significant Bit) of each pixel based on the secret bit, such as in [5, 6]. Because of
its simplicity, this may not be secure enough, in some cases.

Some steganographic methods have been introduced, for example, Difference Expan-
sion (DE) and its improvement, called Reduced Difference Expansion (RDE), which are
proposed by Tian [7] and Liu et al. [8], respectively. In further research, Alattar proposes
Difference Expansion of Quad (QDE) [9] and difference expansion of generalized integer
transform [10]. In the case of medical data, Al-Dmour and Al-Ani [11] propose the use
of data coding and edge detection. This is followed by optimized general smoothness
which is provided by Holil and Ahmad [12] and fuzzy logic-based image steganography by
Karakiş et al. [13]. While this previous research explores image as the medium, we design
an RDE-variant algorithm for audio [14]. Recently, Angreni and Ahmad [15] enhance the
DE-based method by controlling the expansion. Overall, these existing algorithms require
a location map for extracting the secret which has been embedded in the cover. This may
cause overhead in the stego data.

In this paper, we propose a method which is able to minimize the dependency of this
map. That is, a location map is not needed for extracting the secret. It is only required
if the users really want to reconstruct the cover. Furthermore, the proposed method,
which is developed based on the Controlling Expansion (CE) [15], intends to increase the
quality of the stego data, and removes the possibility of underflow and overflow values in
the stego data. Indirectly, this affects the capacity of the secret which can be embedded
in the cover.

Based on the experimental results, we find that this proposed method achieves higher
PSNR values than existing methods, for an equivalent payload. Moreover, its standard
deviation is lower than others. It is shown that the proposed method is superior.

The rest of the paper is as follows. Section 2 describes the previous research. Section
3 presents the proposed method whose experimental results are provided in Section 4.
Finally, the conclusion is drawn in Section 5.

2. Difference Expansion and Its Variations. Difference Expansion (DE) [7] employs
difference between a pair of pixel values in the 8-bit grayscale image. Let u1 and u2 be a
pair of pixels in an image, the difference v and the average m can be represented in (1).

m =

⌊
u1 + u2

2

⌋
v = u2 − u1

 (1)

The embedding is done by expanding the difference v. If the secret bit is depicted as
b, then the embedding process follows (2). Here, v represents the difference after being
embedded.

v = 2v + b (2)

In order to obtain the new pixel value, (3) is implemented. This process needs m which
does not experience any change in the previous steps. The new pixels, u′

1 and u′
2, must

not have value more than 255 (called overflow) or less than 0 (called underflow).

u′
1 = m +

⌊
v + 1

2

⌋
u′

2 = m −
⌊

v

2

⌋
 (3)
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Reduced Difference Expansion (RDE) [8] is developed based on the assumption that
the difference which is generated by DE [7] is relatively high. This causes the quality of
the stego data relatively low. Based on this, Liu et al. [8] propose a method to solve
the problem. Here, the difference is reduced before being embedded by the secret. If the
difference is greater than or equal to 2, then it is reduced; otherwise the difference does
not change as in (4).

v =

{
v, if v < 2
v − 2⌊log2 v⌋−1, if v ≥ 2

(4)

In this process, complement data, which are the location map, are needed to store v.
The extraction process is performed by firstly checking this location map, based on the
pixel of the stego data. According to the experimental results, RDE [8] has been able
to improve the quality of the stego data, which is represented by a PSNR value. This
has made the stego data more similar to the cover than that of DE [7]. In terms of the
capacity (size of the secret data), however, RDE is almost the same as that of DE. That
is, it needs 2 pixels to hide 1 bit data. By referring to this fact, Alattar [9] implements a
method, called Difference Expansion of Quad (QDE), which is able to rise the capacity.
In this algorithm, he employs blocks whose dimension is 2 × 2. So, each block consists of
4 pixels which may be used to hide 3 bits.

In 2016, Angreni and Ahmad [15] proposed the Controlling Expansion (CE) method.
It has been able to increase both the capacity of the secret message and the quality of
the stego data. They only use a pixel to embed 1 bit secret b. In this method, a random
value R is implemented for calculating the difference h and average l, as depicted in (5).
If the difference is neither 0 nor 1, then this difference is reduced by using (6) for further
decreasing the difference and having h′.

h = x − R

l =


⌊

x + R

2

⌋
, if h ≤ 1[

x + R

2

]
, if h > 1

 (5)

h′ =


|h|, if h = 0 or h = 1[
|h| − 1

2

]
, if otherwise

(6)

After reducing the difference, the next step is to get the new one. The embedding
process considers the initial difference h as in (7), and the new pixel value x′ is obtained
by improving (3). This is also to prevent new pixels from both underflow and overflow
conditions.

h′′ =

{
2 × h′ − b, if h < 0

2 × h′ + b, if h ≥ 0
(7)

3. Enhancing the Controlling Expansion. This proposed method is an improvement
of the existing ones, especially the controlling expansion [15]. Furthermore, this scheme is
able to embed 1 bit secret data in each pixel. In most previous algorithms, both extracting
the secret and reconstructing the cover processes rely on the existence of the location map.
In this research, we have removed the need of the location map for extracting the secret
bit. This prevents attackers from intercepting the location map itself, and attacking the
location map does not work at all since it does not exist. Therefore, in the case that the
original cover is not necessary, the proposed method can be a solution.
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3.1. Embedding process. The embedding process is the step for hiding the secret in
the cover. As in this research the cover is an image, the value of pixels is manipulated
according to the value of both pixels and secret bits. Inspired by our previous research
[15], we present an improvement whose embedding process is depicted in Figure 1.

Figure 1. Embedding process

It is assumed that the cover is a gray level image; so, the range of pixel value is 0-255.
Firstly, the secret message is converted to bits, each of which is processed one by one.
In the previous method [15], in order to obtain a difference, a random value is needed.
Differently, in this paper we propose to have the difference v1 by adding the pixel value
with either 6 or 2 as depicted in (8).

v1 =


⌊

x + 6

2

⌋
, if x ≤ 251⌊

x + 2

2

⌋
, if x > 251

(8)

Here, there are 2 conditions which should be met by the pixel value x. That is, when x
is less than or equal to 251, it must be added by 6 before being divided by 2; otherwise,
2 is used instead of 6. These two values are the best choice according to the experiment
for preventing the stego pixels from both underflow and overflow. For example, if x = 0
is added by 2, then underflow occurs in the next step; equivalently, if x = 252 is added
by 6, then it results to overflow.

The next step is to get the reduced difference v2 whose calculation is provided in (9).
Since the secret bit needs a space for embedding, v1 must be subtracted by 1. The resulted
value is divided by 2 in order to minimize the effect of the embedding process to the pixel
value.

v2 =

⌊
v1 − 1

2

⌋
(9)

The secret bit is embedded to v2 by using (10), similar to [7]. In the case that the
secret message is the only focus, the next step is generating new pixels. Furthermore, the
information of the embedding properties is not needed. This is because the extraction of
the secret does not need this information. If the original cover must be obtained, however,
then a location map (LM) must be generated. This contains information of which pixels
that have been processed. In the previous methods, the information is compulsory because
data extraction and recovery rely on it. Here, LM is designed as simple as possible in order
to reduce the complexity. It is just the difference between the new and old pixel values,
which also means the difference between the stego and the cover. In both extraction and
recovery cases, generating new pixels is necessary, whose calculation is presented in (11);
while LM is produced by using (12).

v3 = 2 × v2 + b (10)
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x′ = 2 × (v3 − 1) (11)

LM = x′ − x (12)

Overall, the proposed embedding process is an improvement to [15]. In more details,
this process can be explained in the following example.

1) Let the pixel and the secret bit values be 250 and 0, respectively.

x = 250, b = 0

2) Calculate the different value.

v1 =

⌊
x + 6

2

⌋
⇒ v1 =

⌊
250 + 6

2

⌋
= 128

3) Obtain the reduced difference value.

v2 =

⌊
v1 − 1

2

⌋
⇒ v2 =

⌊
128 − 1

2

⌋
= 63

4) Embed the secret data bit b in v2 to obtain v3.

v3 = 2 × v2 + b ⇒ v3 = 2 × 63 + 0 = 126

5) Calculate the new pixel value x′ (and location map LM , if it is needed).

x′ = 2 × (v3 − 1) ⇒ x′ = 2 × (126 − 1) = 250

LM = x′ − x ⇒ LM = 250 − 250 = 0

The new pixel is 250 and the location map is 0. It is worth noting that the location
map is only used to recover the original image (cover/carrier), and it is not required
for extracting the secret message.

3.2. Extraction and recovery processes. Extraction and recovery are the process of
getting back the secret and the original cover data, respectively. Generally, both processes
are the inverse of the embedding one. What we need to do is just to start from the latest
step of embedding. In order to get the secret, the last bit of each pixel (LSB) is taken.
The collected bits are then combined for constructing the message. The overall steps of
this method are presented in Figure 2.

Figure 2. Extracting and recovering processes

The extraction process is carried out directly to each pixel by using (13), where LSB(x)
is the function to take the LSB value of x. In recovering the cover, the stego pixels are
simply subtracted by the value of LM . This is because, as described in the previous
section, LM is the difference between the stego and the cover. This recovery step can be
denoted in (14).

b = LSB

((
x′

2

)
+ 1

)
(13)

x = x′ − LM (14)

An example of these extraction and recovery steps is illustrated as follows, which relates
to the previous embedding step. It is shown that this proposed method is reversible and
is able to overcome the overflow and underflow problems.
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1) Take the pixel values of stego image and location map.

x′ = 250, LM = 0

2) Extract the value of the bit b to get the secret data.

b = LSB

((
250

2

)
+ 1

)
= LSB(126) = 0

3) Recover the original image pixel value by subtracting the pixel value of stego images
with location map value.

x = x′ − LM = 250 − 0 = 250

4) Finally, we have the original pixel value x = 250 and the secret bit b = 0.

4. Experimental Result. Similar to [15], in this research we evaluate the performance
of the proposed method by measuring the Peak Signal to Noise Ratio (PSNR) in order
to find the similarity between the cover and the stego images with the respective number
of secret bits which can be hidden in it. Additionally, for measuring the amount of secret
data, we use bit per pixel (bpp). This value is calculated by dividing the number of
embedded bits by the number of pixels in the cover. For this evaluation purpose, we use a
public image database [16] and a text generator [17] for the cover and payload, respectively.
In addition, other related methods [7, 8, 15] are also implemented for comparison.

The capacity of the proposed method, similar to [15], is 1 bpp. It is by assuming that
all pixels are able to accommodate the secret bit. It is also found that in terms of the
capacity of the secret data, DE [7] and RDE [8] have the same value, which is 0.5 bpp.
This is because those two methods need 2 pixels for hiding 1 bit data, while CE [15] and
our proposed method need 1 pixel for the same purpose. In [15], however, this bpp value
is achieved by separating the location map from the stego data. Different from this, we
are able to obtain this bpp value because the location map is not required, in case that
the secret message is the only necessary data.

Next evaluation is to embed various sizes of payload: 7 Kb, 35 Kb, 105 Kb and 210
Kb whose results are depicted in Tables 1, 2, 3 and 4, respectively. These sizes represent
different types of data according to their common sizes, such as password and description
which usually have relatively small and large number of bits. It is worth noting that as
shown in Table 4, DE [7] and RDE [8] are not able to hold the given amount of payload
(210 Kb). They only accommodate 131072 bits for each gray scale image. This is because
those two methods need 2 pixels for carrying 1 bit, different from [15] and the proposed
method.

According to Tables 1, 2, 3 and 4, as predicted, increasing the secret size leads to
decreasing the PSNR value for all methods. This is because the amount of pixels whose
value changes are going up, which leads to more noises. It is also shown in those tables
that the proposed method has relatively similar PSNR values for various cover images
with the same payload size. Furthermore, the average standard deviation values of DE

Table 1. Quality of stego data with 7 Kb of secret data

Cover PSNR (dB)

Image DE [7] RDE [8] CE [15] Proposed Method

Lena 55.66 64.28 70.86 73.07

Baboon 42.22 46.84 70.88 73.16

Boat 51.13 57.66 69.72 72.87

Pepper 51.09 58.12 68.56 73.16

Plane 55.66 61.33 66.39 73.36
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[7], RDE [8], CE [15] and the proposed methods are 3.78, 4.16, 1.86 and 0.18, respectively.
Based on these values, it can be inferred that the proposed method is more stable than
others.

Table 2. Quality of stego data with 35 Kb of secret

Cover PSNR (dB)

Image DE [7] RDE [8] CE [15] Proposed Method

Lena 46.43 54.11 64.00 66.14

Baboon 36.55 42.08 64.86 66.15

Boat 42.12 48.28 61.42 65.73

Pepper 43.73 50.37 61.90 66.23

Plane 49.92 54.93 58.85 66.30

Table 3. Quality of stego data with 105 Kb of secret

Cover PSNR (dB)

Image DE [7] RDE [8] CE [15] Proposed Method

Lena 38.64 45.69 57.89 61.36

Baboon 33.59 39.95 58.13 61.42

Boat 36.17 42.06 56.47 61.06

Pepper 38.76 45.27 57.73 61.47

Plane 38.99 44.75 53.85 61.43

Table 4. Quality of stego data with 210 Kb of secret

Cover PSNR (dB)

Image DE [7] RDE [8] CE [15] Proposed Method

Lena − − 55.24 58.36

Baboon − − 55.29 58.41

Boat − − 54.63 58.08

Pepper − − 54.93 58.45

Plane − − 51.65 58.47

Figure 3. Average of PSNR values of methods with various payloads
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Additionally, the average of PSNR values of various payload sizes for each method is
presented in Figure 3. It depicts that overall, for all secret sizes, the proposed method
is better than others. Furthermore, this method restricts the difference of pixel value
between before and after the embedding process. That is, the difference is 2 and 4 for the
secret bit of 0 and 1, respectively. So, this difference value can be kept as low as possible
to make the stego pixel relatively close to its respective original value.

Also, this proposed method does not specify the average value of the pixels. This is
different from CE [15], which employs a random value R, as well as DE [7] and RDE
[8] which use another closer pixel (pair of pixels) for the calculation. In this proposed
method, therefore, there is no other factor which influences the change of the pixel value.
So, the value of a stego pixel is independent which does not rely on its neighbor pixels.

5. Conclusion. This paper provides an algorithm for hiding a secret message in an
image. According to the experimental results, this method is able to increase the perfor-
mance, which is measured by the capacity of the secret message that can be embedded,
and the quality of the stego data. The possibility of underflow and overflow condition
can be minimized by establishing a certain constant at the beginning of the embedding
process.

Furthermore, this proposed method does not need any location map at all for obtaining
the secret message from the stego data. Only if the cover is necessary to recover, the
location map is required. This characteristic has been able to save the storage. In the
future, this research may be extended to either RGB or non-RGB images for the hiding
medium, so that it is also implementable for other image types and characteristics, such
as medical images. This can be done by processing each component of the respective
image.
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